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Executive Summary

With the rise of Al and social media, democracies across the world are facing ever more
sophisticated influence operations. While their operators and objectives might differ, the methods

they use and vulnerabilities they exploit can often be the same.

In this report, democracy defenders from the Asia Pacific and Europe joined forces to understand

the techniques being used and vulnerabilities being exploited by two nearly identical operations.

While the target of the operation might differ, it's in the best interest of maintaining a high-integrity
information environment to identify this style of low-quality content and patch the vulnerability that
enables it. Democracies worldwide face a deluge of low-quality political content, and cross-national

and even continental collaboration is essential to effectively tackle this problem.

This report documents a coordinated influence operation on YouTube consisting of at least two
closely related networks of accounts publishing large volumes of Al-generated geopolitical content.
In total, the operation involved more than 29 accounts and over 7,300 analysed data points from

videos published between March and December 2025.

The network relies heavily on automated video production using the InVideo platform. Videos
typically combine Al-generated narration, synthetic thumbnails, stock footage, and templated video
formats. Channels publish at a high frequency, generally producing approximately two videos per
day. The case is similar to the influence operation Shadow Play in that it rapidly produces content on

YouTube and pushes narratives around specific geopolitical topics.

Analysis identified two main clusters. The first cluster appears to target Canadian audiences, often
publishing content critical of U.S. fariff policies toward Canada. The second cluster consists of
channels using “Hub” or “Updates” naming patterns that focus on a broader range of geopolitical

topics.

Across both clusters, recurring narratives include claims about the growing strength of BRICS,
portrayals of the European Union as weakening, and geopolitical coverage related to the Philippines
and regional tensions in Southeast Asia. In some cases, the channels circulated false claims,

including videos alleging naval clashes between the Philippines and Malaysia that were publicly


https://www.aspi.org.au/report/shadow-play/
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denied by both navies. Content from these channels is frequently redistributed beyond YouTube,

particularly on Facebook and external blogs, extending the reach of the narratives across platforms.

As of April 2026, four of the accounts have been inaccessible since this investigation began, and
one channel has changed its name. Overall, the activity documented in this report exhibits multiple
indicators of coordinated inauthentic behaviour. While the precise motivation behind the network
remains unclear, the scale of automation and the synchronised publishing patterns suggest a

deliberate operation that warrants further investigation.

Not addressing Al-enabled content laundering likely puts YouTube in breach of its DSA obligations.
As a Very Large Online Platform, it must identify systemic risks (Article 34) and mitigate them
effectively (Article 35).

This qualifies as a systemic risk because it manipulates recommendation algorithms and enables
coordinated inauthentic behaviour at scale. Since the same techniques were already documented in

the Chinese "Shadow Play” influence operation, YouTube should have anticipated them.

Crucially, removing accounts is not enough: Al enables new channels to be created almost instantly,
so YouTube needs broader, systemic countermeasures such as detecting semantically equivalent

content and identifying coordinated posting patterns across accounts.
Key Findings:

e At least 29 coordinated YouTube accounts were identified.

e The network published over 7,300 videos between March and December 2025.

e Channels used automated Al video generation tools (InVideo, Al voiceover, templated
visuals).

e Accounts uploaded roughly 2 videos per day per channel.

e Content was frequently amplified on Facebook and external blogs.

e Several videos promoted verifiably false geopolitical claims.
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Methodology

Accounts were identified through a combination of pattern analysis and manual review. Researchers
looked for similarities in channel names, profile images, channel descriptions, and publishing
schedules. Metadata from more than 7,300 videos published between March and December 2025
was scraped and analysed. We used the Coordinated Inauthentic Behaviour Tree to analyse the level

of coordination between the varied accounts.

Narratives were initially categorised based on video titles and then verified against the content itself
when videos were available. Videos were also examined for signs of automated production.
Indicators included visible InVideo watermarks, Al-generated voiceovers, synthetic thumbnail
imagery, stock footage identifiers, and repeated titles or narratives appearing across multiple

channels.

Case study 1: Updates and Hub Cluster

We refer to this as the “hub” and “Updates” cluster. Within the “hub” and “updates” clusters, the
profile names and pictures of these channels follow highly similar patterns, as do their creation dates
and descriptions. These channels all use either “updates” or “hub” as the final word in their names,
feature a similar pattern yet not identical profile pictures, and have highly similar channel

descriptions, none of which state a location.

For example, five channels - QUICK SCOPE UPDATES, NEW DESK UPDATES, ALERT HUB UPDATES,
PULSE POINT UPDATES, Globe Flash Updates - were all created on June 23, 2025, and posted their

first videos at almost the same time, two days later. All channels from the “Hubs” and “Updates”

cluster were created between June and August, focusing mostly on the Philippines in their videos.

The content across these channels also appears to be highly similar, indicating further evidence that
they are a coordinated network. Most videos display clear indicators of automated production,
including Al-generated narration, synthetic thumbnails, stock footage, and visible InVideo
watermarks. Furthermore, the channels follow a consistent upload frequency of two to three videos

per day.


https://web.archive.org/web/20260323151930/https://www.youtube.com/@QUICKSCOPEUPDATES
https://web.archive.org/web/20260323153304/https://www.youtube.com/@NEWDESKUPDATES
https://web.archive.org/web/20260323152506/https://www.youtube.com/@ALERTHUBUPDATES-e3d
https://web.archive.org/web/20260323152729/https://www.youtube.com/@PULSEPOINTUPDATES-r5j
https://web.archive.org/web/20260323152830/https://www.youtube.com/@GLOBEFLASHUPDATES
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Account Details

QUICK SCOPE UPDATES
4 (@QUICKSCOPEUPDATES. 1K subscribers 418 iceos

@ Welcome to Quick Scope Updates! & ..more

»
QUICK SCOPE

i

ALERT HUB UPDATES

@ALERTHUBUPDATES-3d - 131K subscris

==
N DESK
UPDATES

NEW DESK UPDATES
(@NEWDESKUPDATES - 1.2K subscribers - 418 videos

Welcome to New Desk Updates! @ ...more

Deep World Updates

@DespWoridUpdates - 1.2

EB World Code Updates
Novel Hub Updates oS cone Wod odeUpres ~Your Dty D ofGloal rogramming T more
l‘ "') @NovelHubUpdates - 1.63K subscribers - 574 videos ?JW:'::S
<V & Welcome to Novel Hub Updates - Your Gateway to Global Truth & Breaking E ...more
NOVEL HUB
umates PULSE POINT UPDATES
GLOBE FLASH UPDATES " iroates |
Y AT —— Buzz point Update

@infoByteUpdates - 314 subsc

ome to Info Byte Update

zgz Info Byte Updates
s D

Figure 1: An overview of all of the “update” profiles

Content

@BuzzpointUpdates

Buzz Point Updat

BUZZ POINT
UPDATES

To better understand the narratives promoted by these channels, we conducted a content

analysis of the collected video dataset. We scraped 4953 data points from August to

December 2025 for these clusters and categorised the topics based on the video titles in

order to better understand the main themes of the content.

The data show that “Philippines,” “China,” “Trump,” and “Canada” are the most frequently

mentioned terms in the video titles of these channels (see table Tscreenshot of the top 10 keywords).

A B c D E F G
ALERT HUB UPDATES Deep World Updates World Code Updates Big 24 updates
china 121 canada 159 philippines 258 philippines
philippines 85 trump 133 china 158 china
trump 68 china 131 philippine 79 trump
canada 59 philippines 116 new 66 why
court 45 global 57 why 58 war
america 39 new 51 sea 52 class
brics 37 world 51 japan 49 ftrade
supreme 37 with 48 navy 40 philippine
breaking 32 trade 46 south 34 japan
trade 31 america 42 military 28 move
what 31 court 42 world 26 tariffs
new 29 move 37 west 23 warships
world 29 brics 35 warships 22 us

move 28 breaking 34 with 22 vs

global 25 philippine 34 power 21 canada
just 24 supreme 34 warship 21 new
tariff 24 could 33 what 21 navy
why 24 massive 33 class 20 explained
with 22 power 33 against 19 military
shock 21 after 32 asia 19 naval

Figure 2: The most common keywords in the “Hub”
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55
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37
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H ] J K L M N o P Q
PRIME UPDATE PULSE POINT UPDATE GLOBE FLASH UPDATE QUICK SCOPE UPDATE NEW DESK UPDATES

90 china 64 china 127 china 134 china 137 china
37 philippines 60 philippines 97 philippines 85 philippines 95 philippines
25 philippine 27 trump 76 trump 72 trump 77 trump
25 sea 26 canada 57 canada 52 canada 51 canada
24 why 21 breaking 49 court 47 court 47 court
23 new 19 court 46 world 39 supreme 40 global
22 south 18 supreme 41 new 38 brics 39 |what .
20 us 18 global 39 supreme 37 trade 38 supreme
18 world 18 move 39 brics 32 world 35 trade
18 vs 16 brics 35 america 31 what 33 brics
18 with 15 frade 33 trade 31 new 31 world
18 billion 14 shock 30 move 25 power 30 move
16 canada 14 world 30 breaking 24 decision 29 america
16 trump 14 new 29 what 24 could 26 could
15 war 14 america 28 global 23 move 26 new
15 breaking 13 tariff 25 tariff 22 america 25 ftariffs
14 2025 12 what 24 power 21 why 25 why
13 deal 12 ftariffs 23 canal 19 global 24 decision
13 global 12 canal 22 from 19 breaking 22 tariff
13 navy 12 just 20 massive 18 canal 22 eu

and “Updates” cluster
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Other frequently appearing keywords include “BRICS,” “Hungary,” and “EU" (see Figure 5). These

keywords are often linked to narratives claiming things like “Hungary leaving the EU to join BRICS.”

ﬂa ALERT HUB UPDATES INFO SPARK HUB

v:- (@ALERTHUBUPDATES-€3d - 1.32k subscribers - 450 videos:
(@INFOSPARKHUB-m1w - 3.55k subscribers - 467 videos
PERdri ) Welcome to Alert Hub Updates — Your #1 Source for Timely Alerts, Critical News, a .more
EEATES =8 At Info Spark Hub, we ignite your curiasity with powerful, well-researched content more
Subscribe ks

Subscribe

Videos Shorts  (Q hungary

Videos Sherts  (Q hungary

Hungary wu Ditches EU X Partners with China & BRICS! H .
ALERT HUE UPDATES Hungary Shocks Europe: Turns Away From EU, Moves Closer to :
BRICS & China

INFO SPARK HUB » 322 views » 1 month ago

views + 3 manths

Hungary is making hesdiines workdwide by choosing 12 join BRICS wi
Union's traditional palicies. This decision signals the possibilty of a shil

tancing iself from the European

Huny
E

latest geopolitical shift s sending shock, cross Europe. Ina m
ding aliznces, Budspest s swengthening its alignment with BRICS nations and

Hungary Leaves £ & Joins BRICS Hungary Turns East — What Joining BRICS Means for the EU's
Future!

Hungary Shifts East: EU Shocked as Budapest Warms Up to China & H
ALERT HUB UPDATES - 993 views - 2 months BRICSI

INFO SPARK HUE » 472 views « 1

beyand. In 2 istoric and .

ina and th BRICS.

latest geopoiitcal shift has sent ah
‘ontroversizl decision, Hungary wed 1o str

politca|
reasing interestin st

andthe glabs:
gthening econormic.

ans t has sparked. In

&0 explores Hungary's
s, Hungary n

ALERT HUB UPDATES + 139 views » 3 months HUNGARY LEAVES - & JOINS Hungary Breaks from the EU: New Alliance with China Shocks 3
S Ky Europe!

INFO SPARK HUE - 161 views

Inashocking
marking one of the;

twist, Hungan
st significant

< the European Union ta join the BRICS alfiance —
shifis in recent histary. This mve..

is charting s o
China and signaling 2 bold

course ami
w direction in global politcs. I this video, we break.

id growing tensian: forging eloser ties with

Hungary Breaks Tradition: Choesing China and BRICS Over Brussels?  #
ALERT HUB UPDATES - 1.9 views - 1 month ago

Hungary Shocks Europe: Turns Toward China & BRICS Bloc! :
INFO SPARK HUB - 313 views - 1 manth 300

2y andthe conversations it has sparked. In
ngthening asanamic.

Hury

.

s the nation

rategy is reshaping conversations acr
and deepens it

member...

End of EU Unity? Hungary Aligns with BRICS & China for Future H

Powerl
ALERT HUB UPDATES - 125

Hungary Makes History: Ditches EU Path, Cheoses China & BRICS! H
INFO SPARK HUB - 25

2months ago
+ 3 mon g

ys latest geopoliical s
that challenges long standing regional dynar

dthe global stage. In a dramtic move
ary is deapening its cooperatic

departura from the EL orbit and it new embraoe of
gy, wrade policies,

Inthis "  we take
BRICS & China. What doss this mean for Hungary’

Historic Move: Hungary Becomes First EU Nation to Enter BRICS :

ALERT HUB UPDATES « 1.1k views + 1 month ago "L'éb‘}é‘%ﬁ! a Hungary Shocks Europe: Budapest Moves Closer to BRICS and China,
N-= o
Hungary's decisionto pursue ertsy it BRICS marks 2 historc turing point in Europe's polftcal and economic : JOINBRICS JYEY 8 Turning Away From the EU
landscape. This development signals a mejor strategic st s Hungary aigns. = TNFD SPARK HUB = 908 views » 1 month aga
Hunganys repent alignment with BRICS nations and its deepening partnership with Ching signel a major shiftin

Figure 3: Thumbnails from the “Hub” and “Updates” cluster that demonstrate similarity between content
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GLOBE FLASH UPDATES

@GLOBEFLASHUPDATES - 1.08k subscribers - 450 videos

% QUICK SCOPE UPDATES

'_;g,)‘e% (@QUICKSCOPEUPDATES - 1.02k subscribers - 450 videos

@ Welcome to Globe Flash Updete - Your Fast-Track to Global News & Insights! @ ...more
QUICK SEOPE @ Welcome o Quick Scope Updates! &, ...more GLUOPBDE AF_I_'-E“SSH

Videos  Shorts () hungary
Videos Shorts () hungary

Europe Divided: Hungary's BRICS Entry Changes Everything
H UPDATES - 214 views + 1 month ago

decision to pursue entry into BRICS marks 2 histaric tuming po
his development signals a major stratagic shift as Hungar

. HUNGARY LEAVES
Power Shift: Hungary Strengthens Ties with China & BRICS Nations! H EU & JOINS BRICS
QUICK SCOPE UPDATES - 519 %

t in Europe's palrtical and econmic
5.

latest

politic
lenges long-standing

ross Europe and the global stage. In a dramatic move
leepening its cooperatio,

Hungary’s Game-Changing Move: New Partner? China & BRICS!
(GLOBE FLASH UPDATES - 37 views « 2 montt

d the global stage. In @ dramatic move
ening its cooperatio,

mUNEAR\’ LEAVES EIEQIEQSHUCK The Hungary Revolution: From EU Dependence to BRICS & China
_\” : \ Powerl
quick. E

WOWGARY LEAVES J0idte
Les ARInG

:asoning to.

@uﬁumm[m T—@ WhatHungary's BRICS Alignment Means for Europe's Future
=2 - <

5 'GLOBE FLASH UPDATES » 90 views 1 month ago

’,@1, NGA AN  Hungary Rewrites Its Foreign Policy With BRICS and China
‘% dLEAVEELLIOIN BRiCS [yl voxscore veoaTes - ws - 1 month ago

hiftis sending shoskwaves across Esrape. In 3

latest geopolitical o
ances, Budapest is strengthening its align

25 the nation

QuICK SCor

£ UPDATES - 164 views « 2 mor

In & histeric mave, Hi
signals & possible turit

joins B

Europe in Turmoil: Hungary's Independent Path Stuns Brussels
'GLOBE FLASH UPDATES - 10 views - 13 d2ys 20

H is charting ts
China and signaling 2 b

Hungary's Big Pivot: Leaving the EU for China & BRICS?
QuIcs IPDATES - i -2

urse amid g 3
ion in global politics. I this video, we break.

ens ties with China and maves

From Brussels to Beijing? Hungary’s New Global Strategy Explained

fth China signal a major shiftin

99 views - 1 month ago

European geapaitic:

FumoAy CEAVE €0 Jonebaics: 5 Why Hungary Is Rewriting Its Foreign Policy With BRICS and China
NGV SR QuicK SCOPE UPDATES - 39
. -~

Figure 4: Thumbnails from the “Hub” and “Updates” cluster that demonstrate similarity between content

Among the keywords scraped from the video ftitles, the Philippines appears to be the primary topic
across these channels (screenshot below). However, a closer examination of the videos related to the
Philippines shows that while the titles often present positive or even glorifying narratives about the
country’s geopolitical or military position, the video content itself does not convey clear or coherent

narratives.
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A B c
Channel philippine trump brics
Global Report24 26 190
ALERT HUB UPDATES 89 62
GLOBE FLASH UPDATES 90 63
NEW DESK UPDATES 85 61
QUICK SCOPE UPDATES 93 65
World Code Updates 290 8
Deep World Updates 142 121
PULSE POINT UPDATES 96 67
INFO TECH HUB 78 29
INFO SPARK HUB 78 88
Big 24 updates 100 25
PRIME UPDATE 79 14
Core Updates Hub 55 47
Hype Current 14 14
The Infostream 10 12

1325 866

E F G H

china japan canada hungary eu

190 16 121 2

103 13 45 13

11 14 41 13

110 15 40 13

112 13 38 12

132 49 12 2

114 30 145 4

110 16 43 13

82 19 21 4

102 16 59 13

31 15 14 0

59 1 13 2

73 2 17 0

11 0 6 0

7 1 4 0

1347 230 619 91

Figure 5: Frequency analysis of various keywords across different YouTube channels

n

In the “hubs” and “updates” cluster, there are at least two videos on each channel about the

Philippines that involve its neighbouring country, Malaysia, claiming that tensions between the two

countries have risen due to the South China Sea issue, including alleged clashes between military

ships. However, these claims are unverified, as both the Philippine and Malaysian navies have

denied the claims.

Sabah to South China Sea: Why Philippines-Malaysia Tensions Are
Escalating

SABAH TO SOUTH CHINA SEA: WHY
PHILIPPINES-MALAYSIA TENSIONS ARE ESCALAT::2

Territorial Pressures Mount: Malaysia vs Philippines in the South
China Sea

South China Sea and Sabah at the Center of Philippines-Malaysia
Tensions
ik

‘Sabah to South China Sea: Philippines and Malaysia Face Growing
Tensions
o

4 \|
MALAYSIAM
BEHIND

Heightened Tensions: Philippines vs. Malaysia on Sabah and South China Sea
215

MALAYSIA MILITARY
EHIND

10 South China Sea Showdown
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Rising Strains Between Philippines and Malaysia Over Sabah &

Maritime Claims
ALERT HUB UPDATES - 336

Why Malay: 0 China — The Real Reasons Revealed!

World Code Updar

GOODBIYE, PHILIPPINES,

™ Philippines—Malaysia Standoff: Dispute Grows in Sabah and South
China Sea

ALERT HUB UPD;

Sabah to South China Sea: Why Philippines—Malaysia Tensions Are
Escalating

Rising Tensions: Philippines vs. Malaysia Over Sabah and the South

China Sea
ALERT HUB UPDATES - 630

Sea

Y -

> ¢ {
= AN
RY X

BEHIND PHILIPPINES?

Figure 6: Screenshots from “Hubs” and “Updates” YouTube channels taken, which demonstrate the similarity of content
Amplification

The YouTube channels of the “Hub” and “Updates” cluster posted about two videos daily. The usual
subscriber range was between 1-4K. Many videos received up to 20K views, some up to 100K. The

videos received up to 1K likes.

As in the Canadian cluster, videos with similar titles, thumbnails, and stories were shared on
different YouTube channels within a few days. Some of the videos uploaded on these channels are
similar to videos of the Canadian cluster (see figures 10 and 11). It is likely that the operators are
creating the scripts and having them laundered across different channels, obfuscating the origin of

the content.

BREAKI

NG = S
NADA STUNS L%,
Breaking: Canada’s Gripen Decision : Canada Breaks Silence With Gripen  :
Disrupts U.S.-NATO Plans Move That Stuns Washington and...
2.2K views + 2 months ago 49K views + 2 months ago

Figure 10 Figure 11

Source Figure 10: NEW DESK UPDATES. (2025, Dec 27). Breaking: Canada’s Gripen Decision Disrupts U.S.—NATO Plans
[Video]. YouTube. Retrieved March 24, 2026, from
24121515 /https: w.yout m/watch?v=ul15iY

10


https://www.youtube.com/watch?v=u15iYWW_aIk
https://web.archive.org/web/20260324121515/https://www.youtube.com/watch?v=u15iYWW_aIk
https://www.youtube.com/watch?v=u15iYWW_aIk
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Source Figure 11: Canada Pressroom. (2025, Dec 17). Canada Breaks Silence With Gripen Move That Stuns Washington
and NATO! [Video]. YouTube. Retrieved March 24, 2026, from
https: //web.archive.org/web/20260324121110/https: //www.youtube.com/watch?v=0oEaXgD-QYg

Case Study 2: The Canadian Cluster

A network targeting predominantly Canadian and some US audiences contained 20 accounts. They
had similar narratives in terms of criticising the Trump ftariffs. The strongest indicator that they are
part of a network is that their creation was all within 2025. The YouTube channels had similar content
and behaviours like Al-generated thumbnails, Al voiceover, Invideo logos and stock footage
providers present in the videos. Each channel produced multiple videos per day. Some had

Canadian-specific names like “Canadian Bulletin”, “Canadian Pressroom” or “Canadian Times".

Based on the large volume (2-3 posts per day), the amount of Al-generated content, and the
similarity of the content, it appears likely that they may have been entering a prompt into a video

generator and receiving slightly different output, which they would later post.

Capital Briefs The Chronicle

(@capitalbriefs - 31.7K subscribers - 363 videos - (@thechronicle124 - 1.67K subscribers - 982 videos

AN\

CAPITAL Stay informed with Capital Briefs ~ your trusted source for global economic updat ..more A Welcome to The Chronicle, your ultimate destination for in-depth coverage of spac ..more
Videos  Posts Q Videos sShorts ()
Popular Oldest Popular Oldest

- | d
BREAKING "1 REAKING
GERMANY WALKS AW MILITARY PACT O\m CANADA SAYS I@ TRUMP LOST AUTO MARK&¥/ r F-35 CANCELED!*
Germany’s Statement About the i JUSTIN: Canada BREAKS Away i Trump DEMANDS Control of H Trump's Canada Tariff Threats :  Europe Pushes World Cup 2026 ¢ Trump's NATO Pressure Sparks H
2026 World Cup Shakes FIFA from U.S. Military Deal — Trumps... Canada’s Water — Carney REFUSE... Backfire: U.S. Auto Industry Hit as... Boycott as Trump Faces FIFA... F-35 Backlash — Switzerland Pulls...

63K views - 7 days ago 1.7K views - 8 days ago 3.3K views - 9 days ago 11 views - 1 month ago 8views - 1 month ago 10 views - 1 month ago

Figure 12: Screenshots from the YouTube channels Capital Briefs and The Chronicle demonstrating similarities

Content

As in Case Study 1, we conducted another content analysis of the video data set of the Canadian

cluster to analyse which narratives are being promoted.

1


https://www.youtube.com/watch?v=OoEaXgD-QYg
https://web.archive.org/web/20260324121110/https://www.youtube.com/watch?v=OoEaXgD-QYg
https://www.youtube.com/watch?v=OoEaXgD-QYg
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Based on more than 2,300 data points, it can be concluded that the videos from the YouTube

channels from the Canadian cluster mainly address Trump, Canada, and China, trade, and the US’

tariffs (see Figures 13 and 14). A slightly less popular but still relevant topic in this cluster is Europe

(see Figure 14).

We put the terms into context by going through the channels manually and summarising the results

in the CIB tree. On the YouTube channels of the Canadian cluster, Trump and his tariffs are put in a

bad light, but according to these channels, Canada and China respond effectively to the tariffs.

Generally, it can be said that the US and its economy, as well as Europe, when mentioned, are

shown off as weak, while Canada and China are shown off as strong.

A B c D E F G H 1 J K
1 Canada Next The Chronicle Canada Daily Report Canada Pressroom Global Report24 MoneyW
2 canada 85 trump 434 canada 61 canada 101 china 206 trump
3 trump 63 canada 315 trump 26 trump 55 trump 191 canada
4 camey 42 china 229 just 23 just 46 canada 125 trade
5 breaking 36 tariffs 116 deal 15 carney 22 court 121 china
6 just 31 trade 106 carney 12 deal 19 supreme 117 tariffs
7 why 24 america 93 gripen 12 after 17 trade 66 global
8 america 17 us 78 america 11 tariffs 17 major 65 how
9 what 16 with 70 sweden 9 alberta 13 just 56 carney
10 billion 15 tariff 69 tariffs 8 bombshell 13 ruling 56 tariff
11 everything 13 just 65 with 8 with 13 tariffs 56 impact
12 shocking 13 back 61 breaking 7 america 12 with 53 industry
13 did 12 global 60 new 7 china 12 new 52 war
14 shock 11 war 58 world 7 that 12 global 51 policy
15 us 11 collapse 57 washington 6 breaking 10 48 american
16 deal 10 billion 54 after 5 collapses 11 nationwide 45 are
17 china 9 deal 50 from 5 shocks 10 after 44 breaking
18t 9 ol 49 global 5 down 9 industry 43 crisis
19 this 9 strikes 45 mexico 5 drops 9 america 42 demands
20 trade 8 after 43 no 5 massive 9 decision 41 auto
21 world 8 camey 43 off 5 overnight 9 second 40 strategy

Figure 13: The most common keywords in the Canadian cluster

Channel trump canada china tariff america trade carney
Canada Daily Report 26 57 H#N/A b 8 11 2
Canada Next 62 84 9 6 21 8
Canada Pressroom 54 96 12 21 16 8
Capital Briefs 163 17 35 71 42 26
Global Report24 190 121 190 85 52 66
MoneyW 62 42 28 51 18 40
The Chronicle 425 307 225 183 123 105

982 824 499 425 283 255

12
42
22
39
18
22
43
198

EU

M

Capital Briefs
62 trump 176
42 canada 122
41 ftariffs 49
31 america 41
31 camey 39
29 just 39
26 china 36
22 deal 33
21 trade 26
14 over 25
13 tariff 23
13 after 21
11 goes 21
10 us 21
10 billion 19
10 furious 18
10 panics 18
10 collapse 17
9 stunned 17
9 exports 16
Europe

1 1
3 3

2 #N/A
9 5
45 28

1 #N/A
68 36
129 73

Figure 14: Frequency analysis of various keywords across different YouTube channels of the Canadian cluster
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Amplification
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In the Canadian cluster, YouTube channels have a few thousand to 30K subscribers. They spread

their narratives continuously by posting between 1 and 4 videos daily, and some channels post up to

9 videos daily. The videos received many views, most of them between 1-100K and some reaching

up to almost TM views (see figures 15 and 16). The videos gathered further prominence through

likes. While some videos received up to 100 likes, others received up to 1K or even 15K. Videos

with similar titles, thumbnails, and stories were shared on different YouTube channels within a few

days (see figures 18-19).

Many of the videos published by the identified YouTube channels were shared on Facebook (see

figure 20) and dubious news blogs, further distributing the same narratives. Some of these

Facebook posts received several thousand likes, hundreds of comments and shares (see figure 21).

Walmart =2

WALMART LEAVES "JAPAN CHOOSES CANAGH'

$1TRILLION LOST =

Trump PANICS as Walmart WALKS ~ :  Trump DEMANDS Control of ¢ Trump RAGES As Japanese H
QUT of U.S. Over Tariffs = Food... Canadian Ports, Carney REFUSES ... Automakers ABANDON the U.S. —...
949K views + 5 months ago 393K views *+ 5 months ago 383K views * 4 months ago

Figure 15: Canada Pressroom receiving up to 500K and almost 1M views on videos
Source:  Canada  Pressroom  [YouTube  channel].  YouTube.  Refrieved March 24, 2026,
https: //web.archive.org/web/20260324120640/https: //www.youtube.com/@canadapressroom

US. CORN REJECTED!

Trump’s Fury Erupts as Greenland ¢ BREAKING: Trump Tried to BLOCK ¢ Trump GONE MAD as U.S. CORN :
Ditches U.S. for Canada’s Mega... Canada’s $6.4B Bridge — What... Shipments Rejected — Canada...

643K views - 8 months ago 526K views - 3 weeks ago 492K views - 7 months ago

Figure 16: Capital Briefs receiving up to 700K views on videos

from
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Source: Capital Briefs [YouTube channel]. YouTube. Retrieved March 24, 2026, from
hitps: //web.archive.org/web/20260324120209/https: //www.youtube.com/@capitalbriefs

"TORONTO BUILDS POWEr

JUST IN: Toronto Builds NATO's ¢ JUSTIN: Toronto Builds NATO's ¢ Toronto Builds NATO's GlobalEye: :
GlobalEye — Bombardier Creates... GlobalEye as Bombardier Creates... Bombardier Creates 2,000 Jobs...
6.4K views - 5 days ago 9 views -+ 5 days ago 14 views - 4 days ago

Figure 17 Figure 18 Figure 19

Source Figure 15: Canada Pressroom. (2026, Mar 5). JUST IN: Toronto Builds NATO's GlobalEye — Bombardier Creates
2000 Jobs  Without U.S.  Control!  [Video]. YouTube. Retrieved March 24, 2026, from

Source Figure 16: NewsQuake. (2026, Mar 6). JUST IN: Toronto Builds NATO's GlobalEye as Bombardier Creates 2,000
Jobs Without u.s. Control [Video]. YouTube. Retrieved March 24, 2026, from
https: //web.archive.org/web/20260324115235/https: //www.youtube.com/watch?v=hNVGzYE4wz8

Source Figure 17: Econojourney. (2026, Mar 7). Toronto Builds NATO’s GlobalEye: Bombardier Creates 2,000 Jobs Without
u.S. Control! [Video]. YouTube. Retrieved March 24, 2026, from
https: //web.archive.org/web/20260324114613/https: //www.youtube.com/watch ?v=g4sDPDNIOxk

Photos See all photos  pyyished by Capital Briets

TRUMP'S AUTO PRISSURE
AGAINST CARNEY COLLAPSIS

. Canada Rejects F-35s After US. H
. Alrspace Threat — Sweden Wins th...
3K ay g0

FIFA in Chaos: Global Boycott
Threatens the 2026 World Cup

17K views - 14 hours ago

Published by US - Canada Watch

R BREAKING

TRUMP LOST AUTOMAREY  “TRUMP DIDN'T EXPECT T
JUSTIN:Trump's Canada Threats  § ;q7 |: Canadians CANCELED US. §

DESTROYS LS. Automative... New Year Trips 2026 — Trump's...

32K views - 1 month ago
Published by Dollar Under Fire Published by World Wide News
3 : <!
< N==
CARNEY REFUSES TRUMP'S g
uGERMANY WALKS DEMANDS!

Germany's World Cup Bombshell ¢ Trump’s Five Demands on Canada
Could Collapse FIFA's Biggest Eve... Collapse as Mark Carney Refuses...
135K views - 10 days ago 36K views - 1 day ago

49K views + 16 hours ago

Figure 20: Posts published by the Facebook page The Federal Angel (left) have the same thumbnails as several videos on

YouTube channels from the Canadian cluster (right).
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@  LosBlancos Legacy
& January20 8
BREAKING NEWS: Canada-Europe Alignment
SHUTS the U.S. Out as TRUM.P Loses His
Biggest Allies

The United States is an established power, but
one that is gradually turning away from its allies
and breaking free from the very international
rules it once promoted. That was French
President Emmanuel Macron on January 8th,
2026, speaking bluntly in Paris, accusing
Washington of dismantling the order it built.

One day earlier, Germany’s president warned the
world is sliding int... See more

OO 36k 09 1774
dY Like Q) Comment &> Share
Most relevant «
0 2 mithor
@ o5 Blancos Legacy.
https://feoceanblue.blog/e6xhas
AT e H

Figure 21: Facebook post in detail. Received thousands of reactions, and hundred comments and shares.

Source: Los Blancos Legacy. (2026, Jan 20). BREAKING NEWS: Canada—Europe Alignment SHUTS the U.S. Out as
TRUM.P Loses His Biggest Allies [Post]. Facebook. Retrieved March 23, 2026, from
https: //www.facebook.com/login/?next=https%3A%2F %2Fwww.facebook.com%2Fphoto%2F % 3Ffbid%3D869372922536
321%26set%3Da.675749358565346

General Behaviour Across Networks

Although the accounts operate in two separate clusters, they share several consistent technical and
editorial characteristics. Most videos appear to have been created using the InVideo platform. In
many cases, the InVideo logo and the account’s username remain visible within the video itself.
Across the networks, videos typically feature Al-generated narration combined with automatically
generated subtitles. Thumbnails frequently use synthetic images of political leaders or public figures,
often with exaggerated expressions designed to attract attention. Video ftitles follow a click-driven
style intended to maximise engagement. Accounts also publish at a high rate, generally producing

around two videos per day.

A notable feature across both clusters is the similarity between videos posted by different channels.
Many videos contain almost identical narratives and visuals, with only small variations in wording or
imagery. This pattern is consistent with prompt-based mass generation, where slightly different

outputs are produced from the same underlying template.
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Conclusions

YouTube is currently experiencing large-scale flooding of synthetically generated geopolitical content
of low editorial quality. While the exact motivations behind these networks remain uncertain, the
coordination patterns, indicators of automation, and synchronised deployment strongly indicate
deliberate networked behaviour. We cannot fully attest to the strategy or agenda of these pages;
whether they are established to generate revenue or to try to influence people is difficult to establish.
We can recommend that YouTube investigate and try to mitigate the inauthentic and covert mass

production of content.

Previous observations have shown that such channels are typically saturated with content promoting
nation-state agendas, with narratives opposing the West and its allies. However, the networks
identified in this instance appear to diverge from this pattern, instead focusing on specific regions
and current events without exhibiting a clearly discernible geopolitical alignment. At present, there is

no conclusive evidence linking the networks to a particular state actor.

One plausible hypothesis is that the threat actors are producing large volumes of content to
manipulate platform algorithms. By doing so, their videos are more likely to be recommended when
users search for keywords related to these regions or events. This strategy may serve to pre-establish
distribution pathways, which could later be leveraged once targeted narratives are introduced. Given
these uncertfainties, continued monitoring of these accounts will be essential to assess their evolution

and to validate these preliminary hypotheses.

The increasing accessibility of Al video generation tools significantly lowers the barrier of entry for
such operations. Without platform-level detection and mitigation measures, similar networks are
likely to proliferate. The operation demonstrates how generative Al tools can be used to scale the
production of influence content at low cost. Rather than relying on high-quality narratives, the
network appears designed to flood platforms with large volumes of loosely structured geopolitical

content.

The use of Al-enabled content laundering, systematically reproducing identical content across
multiple videos with minor variations to evade detection, could have implications under Articles 34
and 35 of the Digital Services Act (DSA).
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Under the DSA, YouTube, as a Very Large Online Platform, is obligated to identify and assess
systemic risks (Article 34). They must take reasonable, proportionate, and effective measures to

mitigate them (Article 35).
Al-enabled content laundering constitutes such a systemic risk as it:

1. Artificially amplifies specific narratives by circumventing duplicate-content detection

mechanisms;

2. Simulates organic diversity of content, misleading recommender systems into treating

coordinated messaging as authentic voices;

3. Facilitates coordinated inauthentic behaviour, especially as the networks distribute

semantically identical content across multiple channels.

Considering the increasing availability and known use of generative Al tools for information
laundering, these types of manipulative techniques should have been predicted. Especially
considering that they have previously been identified as being used by a Chinese influence
operation, Shadow Play. A failure to account for these techniques in risk assessments may therefore

indicate a lack of due diligence under Article 34.

Under Article 35 DSA, VLOPs must put in place reasonable, proportionate and effective mitigation

measures, tailored to the systemic risks identified pursuant to Article 34.
In the context of Al-enabled content laundering, appropriate countermeasures may include:

- Detection of near-duplicate or semantically equivalent content across formats;
- Identification of coordinated dissemination patterns across accounts or channels;

- Implementation of safeguards against evasion of content moderation systems.

Where a platform fails to implement such measures, despite the foreseeable nature and potential

impact of these practices, it may be found in breach of its obligations under Article 35.

This needs to be viewed in the context of other cases, as the same techniques were used by Shadow

Play, which was taken down by YouTube in 2023-2024. Account-based intervention is not an
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adequate response when Alfueled automation enables rapid creation of new channels. YouTube

must take more systemic measures to mitigate these types of operations.
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